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Abstract

New advances in mobile computing devices al-
low us to think about new approaches such
as a functional ubiquitous computer. In par-
ticular, it would be very useful for users to
move from one place to another having all his
data and applications available, in the same
state, and without doing anything special (a
real ubiquitous computer).

In this paper we propose an infrastructure
that makes the user independent from a spe-
cific computer/location. The intelligent envi-
ronment detects the location of the user and
presents his computer workspace on the clos-
est computer. The system finds the optimal
balance between remote and local access to
user files and applications, to reduce the use
of remote resources whenever possible. This
is achieved by using mobile agents that man-
age the mobility of users. All the data (and
applications’ state) “move” wherever the user
goes, giving him the impression of controlling
a computer just by getting close to it. We
have done some tests that proof the flexibility
of our approach.

1 Introduction

The idea of separating the user from the usual
view he has of the computer has been round-
ing around since Mark Weiser proposed to hide
the computer in order to use it without notic-
ing it [18]. The goal of this paper is not to hide
computers, but to become independent from a
specific physical computer, thus users would

work on ubiquitous computers.

Mobility and independence are the ideas be-
hind our proposal. The user should be able to
move around just focusing on his work, and
the state and all the data the user left in the
last computer used must be available trans-
parently in the new one. This virtual ubiqui-
tous computer will instantiate in the nearest-
to-the-user “physical” computer (whose com-
putation power would be used).

Nowadays, there are some approaches that
implement remote desktops (e.g. VNC [13],
RDesktop [1, 8]) or use virtual machines
that maintain their states (the Internet Sus-
pend/Resume (ISR) project [7, 16]). How-
ever, these systems consume a great amount
of network resources: the former has to refresh
the image of the remote desktop continually
(the local host only has to send keyboard and
mouse events), and the latter has to send all
the virtual machine state over the net.

To overcome the drawbacks of the previous
approaches, we have designed an agent-based
layer on top of the underlying OS that pro-
vides users with the desired mobility capabil-
ities without any change in the applications.
The user will have the same view of the system
whatever computer he sits in front of, without
having to do anything special to access all his
files but to get near the computer. Manual lo-
gin is not needed as the system detects users’
location, by using an indoor-location system
based on WiFi [15]: the user logs in automat-
ically if the system decides so according to its
predefined rules. Thus, in our system, physi-
cal computers are intelligent terminals which
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offer themselves to users, who are not aware
of the movement of his data and applications
(a seamless movement). To achieve this, the
system must transfer all the applications’ state
and keep the way the user works with his com-
puter unaltered.

The rest of the paper is structured as fol-
lows. In Section 2, we present the agent-based
mobile infrastructure that manages the users’
movements. In Section 3, we describe the tech-
nological problems that our system must deal
with. In Section 4, we overview our prototype.
In Section 5, we review the related work. Fi-
nally, in Section 6, we draw some conclusions
and future work.

2 Mobile infrastructure

Two main requirements have led the design
of the proposed mobile infrastructure. Firstly,
when the user moves from one host to another,
he has to find everything in the same state as it
was on the previous host (applications, opened
files, resources, configurations, . . . ). Secondly,
the local resources must be used as much as
possible, avoiding to become a simple remote
desktop application that consumes network re-
sources continually. In this way, the usage of
network is reduced and the response time of
applications decreases.

To delimit the problem we deal with, we put
three restrictions to our system:

1. All the available computers have the same
OS and installed applications. This al-
lows our system to move a user session
data without taking care of whether an
application is available on the target host
or not.

2. All the applications keep their state at
the moment when the user stops using
a computer. This allows the system to
transfer only this status information to re-
store the previous application state; this
assumption is based on the existence of
specific protocols for this session manage-
ment such as XDMCP [19].

3. A generic user is used to impersonate real
users. The system adapts this generic ac-

count depending on the user that takes
control of the host computer.

In the rest of the section, we present the be-
havior of our system, the agent infrastructure
proposed to reach our goals, and we describe
how the system deals with user location.

2.1 System behavior

Our system detects whether a user is ap-
proaching to or going away from a computer
and acts in the following way:

1. When the system detects that the user is
leaving a computer, it closes his session
after saving its state (all the data needed
to restore his session). Also, our system
stores information about the applications
left running in background.

2. When the user gets near of another avail-
able1 computer, the system retrieves the
information about the user’s files, makes
these files transparently available to the
new host computer and logs the user au-
tomatically in (restoring the previous ses-
sion as the user left it). Finally, it for-
wards the display of the running applica-
tions the user left, if any, to the new host.

Not all the user files are transferred at
once, but incrementally. When the user moves
onto a new computer, only the most needed
files (session, configuration and some currently
opened files) are transferred there; the others
are gradually and automatically sent as the
user requests access to them. The user is not
aware of this background process, so we man-
age to deceive him and finally have the most
accessed files on the new host (theoretically,
we would finish having all the files available
locally). So, these files can be opened locally
and then most of the work is done using the
resources of the current computer.

2.2 Agent infrastructure

The mobile infrastructure that manages the
movements of the user is based on mobile

1Some computers could be being used by other
users or access could be restricted for that user.



agents. A mobile agent is a program that
executes autonomously on a set of network
hosts on behalf of an individual or organiza-
tion [10]. Mobile agents execute in contexts
denominated places. A mobile agent is able
to pause its execution, travel from one place
to another, and, once there, resume its execu-
tion.

We distinguish three different kinds of
agents: Guardian, MovementManager, and
UserAgent (see figure 1). The goals of each
one are:

Figure 1: Agents of mobile infrastructure

• The Guardian agent manages the re-
sources of the host on which it resides
(there is one Guardian in each host). It
automatically logs the users in and out
and keeps the users’ resources’ informa-
tion up to date.

• The MovementManager agent coordi-
nates the movements of the (UserAgents)
and the information interchanges across
Guardian agents. There is one Move-
mentManager in each host of our system.

• The UserAgent follows the user from one
host to another, carrying with it the user’s
resources information updated. There is
one UserAgent for each mobile user in our
system.

2.3 Managing the location of users

In our prototype, we use a WiFi indoor local-
ization method to acquire the user locations
which gives us a precision of two meters, use-
ful enough for our purposes. The localization
method is not the goal of this paper and de-
tails can be found in [15]; however, any other
localization method could be used in our sys-
tem.

We want the underlying movement infras-
tructure (described in 2.2) independent from
the particular way in which users are lo-
cated. This is achieved by defining a loca-
tion layer between these two modules (see fig-
ure 2). The location layer receives the user
locations from the localization method and
generates two kind of events, “useri is close
to computerj”(arrival event), “useri leaves
computerj”(departure event), which alerts
the MovementManager agent on computerj

when a useri gets close enough or leaves the
computerj , respectively.

Figure 2: Managing the user location

The rules that guides the decision making
process are very simple. A user can be in three
possible states: out of range, near, and close to
a computer. In our prototype, a user is near to
a computer if his distance to it is smaller than
7 meter, and he is close to the computer if it is
within 3 meter. A user must remain close to a
computer for a predefined time to generate the
corresponding event; similarly, he must remain
in out of range state for a predefined time to
generate a departure event.

When a MovementManager agent on
computerj receives an arrival event, it requests
the UserAgent of useri to travel to computerj



and forwards a login request to the Guardian
agent on computerj ; this Guardian agent will
decide if useri is able to log in that computer.
Similarly, when a MovementManager agent on
computerj receives a departure event, it re-
quests the Guardian agent on computerj to
log useri out.

3 Technological challenges

There are three main issues we have to deal
with: how to make the files accessible from any
host and gradually transfer them to gain local
access to them; how to make the applications
follow the user, and how to keep the users’
privacy.

3.1 File accessibility

One of the hardest problems is to have all the
user’s files available for him at any time but
trying to access them locally most of the times.
If we do not want to stop the user accessing
his files when he moves to another host, the
first accesses must be remote. Our main idea
is to make the file operations smart enough so
that they would be in charge of finding where
the needed file resides (we propose a virtual
file-system as described in figure 3).

We studied some existing remote filesystems
such as NFS (3.0) or AFS [5], but they do
not provide local cache for the files (NFS v4.0
is the first NFS version that implements it);
some distributed filesystems such as Coda [4]
or Intermezzo [3] have been also studied, but
the cache they provide is not persistent and
they did not relieve us from the use of a “cen-
tralized” cluster (we want to have host com-
puters as free as possible).

Figure 3 shows how our virtual file-system
works. We have all the data about the files
in a special directory tree, which would be
shown to the user; at the moment of access-
ing the files, the modified functions would test
whether the file has been already brought to
the local computer, or if it has to be accessed
remotely. Once a file is transferred to the local
hard disk, it has to be tagged as local and have
the remote copy erased. Meanwhile, the local

Figure 3: Our FS concept

directories are filled in background so, in the
end, almost every access would be local (theo-
retically, all of them because of the progressive
background process).

In figure 3, the file named B is tagged as
remote and our filesystem would access it re-
motely, while the “A” file has been already
carried to the new local host and properly
tagged as locally accessible (the remote “A”
file would be erased by a garbage collector).

3.2 Movement of applications

The applications cannot be made travel from
one host to another (we are not talking about
just standalone plain processes, but applica-
tions that can have resources that can’t be
moved), but we desire to make the user have
that view. We use the X-Windows system as
underlying display system due to its separa-
tion into XServers and XClients, which gave
us more flexibility than other integrated dis-
play systems (such as the model that Win-
dows OS uses). We thought of changing the
screen which the applications forward its win-
dows into, but this could not be done because
of two problems:

• The applications get the value of the en-
vironment variable DISPLAY (a variable
which tells them where to display their
windows) only at the moment they are
launched, so any later change of the DIS-
PLAY variable does not affect their read
value.



• The information of each window is stored
in the server-side of the connection, the
XClient accesses to it via an identifier.
Even if the application could change the
DISPLAY value to the XServer in the new
host, the new XServer would not have any
idea of the information that is associated
to the identifiers that the client presents
to it.

We studied the use of a VNCServer to for-
ward the windows to another hosts, but we
found different problems. A VNCServer is as-
sociated to an XServer, so if we want to keep
running all the applications of a user while
he moves, we would have to keep the XServer
alive.

This would lead us to make a decision be-
tween: 1) to keep n XServers running on each
host of the system (one XServer for the win-
dows of each of the n mobile users), or 2) to
block completely the host to other users once a
mobile user has entered it (in order not to mix
different users’ windows into the same host).
Neither of the options are acceptable.

Figure 4: Our modified XServer

We propose a modified server (figure 4) that
behaves in three different ways depending on
who interacts with it:

1. It is a normal XServer to the local ap-
plications, so they could run without any
modification.

2. It accepts movement requests from an ex-
ternal party to forward the windows of the
applications to the proper display.

3. It behaves as an XClient to the remote
XServers which it forwards the windows
into.

The different resources in the modified
XServer would have to be tagged as owned
by the proper user. Having this server, we
could make the applications give the sensation
of movement to the user, without having to
recode them. The Xdmx server2 behaves in a
similar way but it would require to be modi-
fied to accept the movement requests and fit
exactly our wanted behavior.

3.3 Privacy

Privacy is a very important issue when we deal
with user’s profiles, files, configurations and
autologins. There arose a problem with this
matter when we had to manipulate a generic
user to make it appear as the same one in dif-
ferent hosts.

Due to this modification of the generic user,
all the mobile users are regarded as the same
one for a unique host. This could be used by
a malicious user to run an application to mon-
itor other users in background (an eavesdrop
attack). As the OS sees the application as
being launched by the same user (the generic
one), it would have the proper rights to access
to all the actions of the next users that log in
that host. We could control it at XServer level
(with our modified one), but not at OS level.
There were two options: to kill all the user’s
processes when he moves (unacceptable for us)
or to modify the underlying OS to support a
kind of mobile users.

So we propose a simple modification which
consists of adding a little tag to the structure
of user identification. This little tag could be
used for controlling who is the real mobile user
that is behind the generic user identity. Now,
although its cost, by modifying the kernel of
Linux, for example, we could control the access
to the resources to support mobile users in a
flexible way and we could assure user’s privacy.

2http://dmx.sourceforge.net/



4 Prototype

To implement our prototype, we had to relax
some of the restrictions we had imposed to the
system.

When we thought about how to manage
the user’s files the first option was to pack
the user’s account (limiting it to a determined
maximum size) and send it to the new host
(just the brute-force solution). The option we
have finally implemented is to divide the user’s
account into two kinds of directories: static
or mobile. Mobile directories are packed and
travel with the UserAgent, while static direc-
tories are accessed always remotely. As we see
in figure 5, files can be both transparently ac-
cessed locally or remotely depending on the
class of their parent directory (properly tagged
as mobile or static). This gives us the freedom
to select which directories are going to travel
in the next move.

Figure 5: Transparent file access

The prototype (Nescrem) runs on Linux
and has been implemented in Java, using the
Grasshopper Agent platform [6] and KDE as
Desktop Manager. Movement of the applica-
tions has been delegated to them implement-
ing the XSMP protocol (X Session Manage-
ment Protocol [19]). Fortunately, almost every
application in KDE and Gnome Desktop en-
vironments implements it and that allows the
system to move the state of the applications
just moving the appropriate session files.

The results were more than acceptable.

When the user moved to the new host, he
found all his files available, the desktop almost
in the same state (most of the applications im-
plement the XSMP protocol), and all the work
done locally. In figure 6, we show the sum
of load and response time (execution time) of
some well known applications for remote ses-
sion protocols (VNC and XDMCP) and the
Nescrem prototype3.

Figure 6: Execution time of different approaches
(in seconds)

We now focus on session restoring time and
bandwidth usage. Concerning restoring time,
we see in figure 7 that our system allows
high mobility scenarios (imagine a user moving
from one room to another). It must be noticed
that the sizes showed in the figure are not the
total user’s account size, only the transferred
files (the system can decide whether to move
or not a file dynamically, which allows us to
have large user’s accounts, but only transfer
initially a small part of it). The restoring time
is linearly proportional to the size of the part
of the account transferred.

The bandwidth test consists of monitoring
two consecutive user sessions for 10 minutes.
The sessions involved opening the above men-
tioned applications and doing some default ac-
tions (editing or viewing some files, playing
some games, and so on). As we can see in
figures 8 and 9, our approach consumes less
bandwidth than the others. We only consume
bandwidth when the user moves or when he

3The test is performed in Pentium IV 2Ghz ma-
chines 1GB RAM running GNU Debian OS



Figure 7: Session restoring times depending on the
size of transferred files

accesses a file which has not been transferred
yet. Both tests (response time and bandwidth
usage test) have been performed over an Eth-
ernet 100Mbps network.

Figure 8: Bandwidth results (data received in a 10
minutes session)

5 Related work

In [7, 16], they present the so-called ISR tech-
nology (Internet Suspend/Resume) whose goal
is the same as ours is. They work with vir-
tual computers (VMWare machines4) by send-
ing all the system state over the Internet
when the user moves, which nowadays make

4http://www.vmware.com/products/ws/

Figure 9: Bandwidth results (data sent in a 10
minutes session)

their system not feasible to use in some high-
mobility scenarios. Their approach is expen-
sive in terms of bandwidth, resuming time (in
their best case they have to send an average
of 47MB and their response time falls to 45
seconds over a 100Mbps network, and in their
worst case all the VM state has to be trans-
ferred incurring in a 43 minutes session restor-
ing time at the same network speed) and com-
putational power (everything is executed in-
side a virtual machine). Our approach is more
flexible to the user movement at the cost of
loosing the seamlessness requirements. We
also use all the computational power of every
computer of our system when the user works
with it.

With remote desktop technologies (such as
VNC [13], Remote Desktop [12] - a opensource
client for Microsoft’s RDP [8]- or Remote Ad-
ministrator [11]), the user always uses the
same computer. They transform the in-front
computer in just a simple terminal to which
the user’s computer forwards the desktop. Al-
though they manage to show exactly the state
of the desktop, the network dependence and
the bandwith needed to refresh the remote
desktop are high, and they do not really hide
the use of the system to the user (he has to
know how to work with remote desktops and
has to control the movements by hand). Sun



offers SunRay [9], a more advanced remote
desktop technology. It is a three layer system
that makes independent the running applica-
tions from the final client hosts. They allow
to have different OS applications being exe-
cuted and forwarded to the same final client,
but it shares the remote desktops drawbacks.
Our system allows the applications run locally,
avoiding the refreshing costs and response de-
lays, and automatizes the movements.

Google offers a web-based approach with
its Google Docs project5. They provide some
common applications (a word processor and
spreadsheet editor) that can be accessed via
web-browser. This approach make user change
radically his view of the computer; and, what
is more, the user does not have all its appli-
cations available, having to adapt to the new
tools.

Finally, other approaches propose to de-
velop a middleware on which programming the
ubiquitous software [2] from scratch, to create
a new operating system which would be able
to provide us with ubiquitous resources and
behavior [14], or even to use mobile tasks [17].
But this was not what we were looking for, we
did want to reuse all the existent applications
without having to recoding them.

6 Conclusions and future work

In this paper we have presented a system that
gives the real feeling of using an ubiquitous
computer: the user can access his files, ap-
plications and configurations at any time and
from any computer.

The proposed technological infrastructure
is enough to reach our goals and, although
some issues are still open, the results we have
reached with the prototype are very satisfac-
tory. In particular, the resuming times we
reached make it react very quickly to the user’s
movements.

We have managed to make the movement of
the account and applications of the user invis-
ible. The advantages of our system system:

5http://docs.google.com

• The access to the user’s files is not al-
ways remote or local: it varies dynam-
ically from remote to local as the user
moves depending on the rules defined.

• Applications are executed locally.

• A high level of seamlessness in the move-
ments is achieved and the way the user
uses the computer is not changed.

• And, finally, we have reduced the resum-
ing time that other approaches reach [16]
by adopting some trade-offs.

As future work, we plan to add the notion
of domains to our system, different environ-
ments in which the user can be (his job, his
home, . . . ); and to study how to use comput-
ers with different software configurations (dif-
ferent installed applications, different desktop
environments, . . . ) in our system. We also
plan to add more control features to raise the
flexibility of the users movements, i.e. allowing
the users to specify the computers they wants
to use.
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