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Abstract A vehicular ad hoc network (VANET) is a type of mobile network whose
nodes are traveling cars which communicate with one another using short-range
wireless communications. These cars can exchange and share different information
among them, which can lead to the development of interesting applications that re-
quire the cooperation of vehicles or using the vehicular network as a distributed
computing platform. Along with the opportunities offered by vehicular networks, a
number of challenges also arise. To ease the development of applications for vehic-
ular networks, mobile agent technology may be of help.

However, even though previous works have proved the usefulness of mobile
agents in wireless environments, the special features of VANETs call for new re-
search efforts. Could mobile agent technology be useful in a VANET? In this paper,
we study these issues and illustrate how mobile agents could drive the development
of new applications for vehicular networks.

1 Introduction

In the last decade, a number of wireless and small-sized devices (e.g., PDAs or
laptops) with increasing computing capabilities have appeared in the market at very
affordable costs. These devices have started to be embedded into modern cars in the
form of on-board computers, GPS navigators, or even multimedia centers.

This has led to the emergence of vehicular ad hoc networks (VANETs). In this
kind of networks, cars traveling along a road can exchange information with other
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nearby cars. The lack of a fixed communication infrastructure, characteristic of ad
hoc networks, implies that vehicles usually can communicate with one another only
using short-range wireless communications. Nevertheless, a piece of information
can be disseminated and reach a far distance by using many moving cars as inter-
mediates, following multi-hop routing protocols [3].

On the other hand, mobile agents [5] could be defined as computer programs that
have the ability to move from one execution place to another, i.e., they can transfer
themselves between devices using a communication link. They have a number of
features, such as mobility, autonomy, communication capabilities, and flexibility,
that make them a good choice for the development of distributed applications.

The question is: Can mobile agents and vehicular networks work together? Ap-
parently, mobile agents may have interesting features that could make of them an
interesting approach to build applications for vehicular networks. However, it is
not clear how much they can help or whether existing mobile agent technology is
ready for this challenge. In this paper, we study these issues and how mobile agents
could drive the development of new applications for VANETs. The rest of the pa-
per is structured as follows. In Section 2, we present the technological context of
this work. In Section 3, we study the combination of VANETs and mobile agents
to identify benefits and challenges. In Section 4 we present a use case scenario, and
finally, in Section 5 we draw some conclusions.

2 Technological Context

In this section, we present the technological context of this work. Two central ele-
ments are identified: the vehicular ad hoc networks and the mobile agents.

2.1 Vehicular Ad Hoc Networks

A vehicular ad hoc network (VANET) [6] is a highly mobile network whose nodes
are the vehicles traveling along a road or a highway. The vehicles are equipped with
short-range wireless communication devices (e.g. using Wi-fi or UWB [4] tech-
nologies) and can establish direct connections with other nearby vehicles. This has
a number of advantages over a traditional direct-connection client-server approach,
such as: 1) there is no need of a dedicated support infrastructure (expensive to deploy
and maintain), 2) the users do not need to pay for the use of these networks, and 3) it
allows a very quick and direct exchange of information between vehicles that are
within range of each other.

VANETs open up a wide range of opportunities to develop interesting systems
for drivers. For example, when a number of vehicles detect that their average speeds
are very low for a long time, it probably means that they are in a traffic jam and an
information message can be delivered to other vehicles driving towards that area.



However, a number of difficulties also arise: Two vehicles can communicate di-
rectly only if their wireless devices are within range of each other (about 100 meters
with 802.11 technologies) and, given that the vehicles are constantly moving, the
duration of the communication link can be very short (a few seconds). So, to allow
the information to reach remote sites, the use of some multi-hop communication
protocol is necessary (e.g., see [3]).

The development of applications for vehicular networks requires taking these and
other constraints into account.

2.2 Mobile Agents in a Mobile Environment

Mobile agents are software entities that run on an execution environment (tradition-
ally called place), and can autonomously travel from place to place and resume their
execution at the target node [5]. Thus, they are not bound to the computer where
they are initially created and they can move freely among computers. To use mobile
agents it is necessary to execute a middleware known as a mobile agent platform [8],
which provides agents the environment where they can execute.

Mobile agents have been found particularly useful for the development of ap-
plications in mobile environments. Such an environment has a number of advan-
tages (e.g., the processing is not tied to a fixed location) but also some drawbacks,
such as the limited computational power of mobile devices and the communica-
tion constraints imposed by the use of wireless communications (that usually offer
a low bandwidth, a high latency, and intermittent/unreliable connectivity). In this
scenario, mobile agents can be very useful because they could help to reduce the
negative effects of such limitations (e.g., see [7, 10]).

3 Mobile Agents and VANETs

In a VANET there are many vehicles, distributed on a wide geographic area, that ex-
change data based on certain conditions. The similarity with a situation where soft-
ware agents move from one computer/device to another makes mobile agents a very
suitable option to implement applications for VANETs. In this section, we describe
potential benefits and difficulties for the adoption of mobile agents in VANETs.

3.1 Benefits of Using Mobile Agents in VANETs

In VANET applications, data may need to be transported from vehicle to vehicle
in order to reach locations that are not directly accessible due to the short range
of the wireless communications used. Then, two major problems arise. First, as the



propagation of the data can be slow, the information can be outdated when it reaches
its destination. Second, it can be difficult to determine the destination itself and how
to reach it: It could be a specific car, every vehicle in an area, the vehicles matching
a certain condition, etc. To deal with these drawbacks, mobile agents can be very
useful because of their adaptability and mobility features. Thus, they can bring a
processing task wherever it is needed, and the algorithm or agent’s logic can be
changed at any time by deploying new versions of the agent code.

Another important advantage of mobile agents in VANETs is that they can move
to wherever the data are located, to process and collect only the relevant data (filter-
ing out data which are unnecessary). In other words, they can perform a local data
aggregation and filtering and thus reduce the network load.

Finally, we believe that mobile agents can be very useful for data dissemina-
tion in vehicular networks. Thus, they can adapt easily to changing environmental
conditions in order to improve the dissemination. For example, a basic flooding dis-
semination protocol such as [2] will fail if the traffic density of the vehicles is low
and there are not enough vehicles to re-diffuse the data towards the target. Other
dissemination protocols, such as carry-and-forward [12], where the vehicles may
hold the data to be transmitted until these data can be relayed to other vehicles, can
be used in that case. However, considering the variety of existing dissemination pro-
tocols mobile agents seem an ideal technology since the routing decisions lie with
the data (encapsulated in the mobile agents) and different dissemination protocols
(dynamic and adaptive to the current conditions) can be implemented.

Summing up, we believe that mobile agents could be very useful in vehicular
networks and that the applicability of this technology in a VANET calls for new
research in the field. As far as we know, [1] is the only work that uses this technology
in a vehicular field (besides our initial proposal in [9]). However, it focuses on the
case of traffic management with a fixed support infrastructure and does not consider
the general case of agents hopping from car to car in a vehicular ad hoc network.

3.2 Difficulties for the Adoption of Mobile Agents in VANETs

While the use of mobile agents in vehicular networks can bring interesting benefits,
there are also some difficulties that could hinder their adoption in this context. In
particular, it is not clear that current mobile agent platforms are completely ready to
be used in an effective way in a vehicular network.

The most important challenges arise from the fact that a VANET is a highly
dynamic environment where nodes can come and leave at any time and where it
is not easy or convenient to assume the existence of any kind of centralized node
that can be relied upon. Therefore, the design of the different services provided by
a mobile agent platform should not be based on this assumption.

As an example, existing agent tracking services have been developed with a fixed
network in mind and are not appropriate (or even useful) in a mobile environment.
This service is used by the platform to track the location of all agents and execution



places at every moment, and is also used by agents to communicate with others. In
existing mobile agent platforms [8] (e.g., JADE or SPRINGS) this service is usually
provided by a centralized component, whose tracking data are updated every time an
agent moves to a new place. This approach would be challenging in a VANET, where
centralized nodes do not exist and direct communications are not always possible.
Instead, the platform could not even need to be aware of every single agent present
in the vehicular network, and agents could be able to establish communication only
with other nearby agents that are in range of their communication devices.

Other difficulties to use existing mobile agent platforms in a vehicular ad hoc
network are related to communication and security issues. Thus, in a traditional
distributed fixed network direct communications between nodes is the usual. How-
ever, in a vehicular network, when an agent wants to hop to another car it will
be broadcasted and any vehicle within communication range could receive it. The
agent must be re-started only in one receiving vehicle. Moreover, the agent should
be conveniently encrypted and a security mechanism should be applied to allow its
execution only if both the agent and the receiving vehicle trust each other. Similarly,
other security issues could arise, most of them also existing in fixed networks but
heightened by the open character of vehicular networks (e.g., see [11, 10]).

We believe that these are the most important issues to consider for the applica-
tion of mobile agent technology in vehicular networks. Other potential difficulties,
considered for the general case of mobile environments, are cited in [10].

4 Use Case Scenario: Monitoring the Environment

An example application scenario is that of using mobile agents in a VANET to
monitor environmental parameters (such as CO2, temperature, etc.) within a cer-
tain geographic area [9]. The vehicles involved in the monitoring tasks can carry
one or more environmental sensors so that the interesting parameters can be read
from the environment. The agents hop from car to car to reach the area that must be
monitored and then try to remain within it boundaries (moving to other vehicles if
necessary). So, moving cars are used as both physical carriers of the agents and in-
termediate points to reach the target area. Using existing vehicles and mobile agents
for monitoring greatly increases the flexibility compared to an approach based on
the use of static sensors. Thus, it becomes possible to monitor virtually any area that
we want.

However, the initial solution proposed in [9] has an important limitation: the
monitoring process always ends in a fixed and well-known site, where the moni-
toring results (carried by mobile agents) are gathered. Thanks to the adaptability
and mobility features mentioned in Section 3.1, we are currently improving our ap-
proach so that it is also possible to start and end the process on any vehicle in the
VANET (i.e., to issue monitoring tasks from a moving vehicle). The main difficulties
encountered are: estimating the position of the destination car when the monitoring
process ends, and then reaching that position using a multi-hop route.



5 Conclusions

Mobile agent technology can provide interesting benefits thanks to the mobility, au-
tonomy and flexibility of mobile agents. However, while mobile agents have been
largely studied in the literature in a variety of application scenarios, including mo-
bile and wireless environments, the use of mobile agents in vehicular networks is a
completely unexplored area. This paper represents a first step to cover this gap in the
research of mobile agents and vehicular networks. Thus, we have presented the ben-
efits that mobile agents can provide to develop applications for vehicular networks
and the difficulties involved.
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