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Abstract Recently, there has been a great interest in the developrhendtocols
and data management techniques for vehicular networks B\ In a VANET,
the vehicles form a wireless ad hoc network where differgpés of useful data
can be exchanged by using the dynamic links that a vehicleestablish with its
neighboring vehicles. While this offers opportunities &velop useful applications,
many research challenges arise from the point of view of alataagement.

In this paper, we propose the use of cars equipped with seimsarVANET for
environment monitoring. Our approach is based on mobilatsgehich jump from
car to car as necessary to reach the area of interest andierapdlves in that area.
Thus, relying on an expensive fixed infrastructure of sesisomvoided. Instead, any
area can be monitored with low cost as long as there are en@lmties traversing
it. We present experiments that compare different tragedinategies for the agents.

1 Introduction

Vehicular ad hoc networks (VANETS) are attracting a gret#rigst, both in research
and in industry. One of the most interesting features is tssibility to use a spon-
taneous and inexpensive wireless ad hoc network betwearetiees to exchange
interesting information (e.g., to warn the driver of an decit or a danger).

On the other hand, the relevance of environmental issuegrbas considerably,
and there are many areas of study on this subject. In manyeof,th is important
to have environmental data collected in the field, such ag @Gpther gas con-
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centration levels, the presence of harmful substancesetearological parameters
such as the temperature, the humidity, and many others. Jind way of collect-
ing these measures may be problematic. Thus, fixed measoré@mguments can
be expensive to maintain and they require an infrastructuoperate them, a pro-
tected location, power, and communication lines. An altive could be the use
of mobile equipment operated by a person who travels in tha af interest while
sampling the required environment parameters, which salow and expensive
process. To avoid these drawbacks, we can benefit from regeftécles traveling
along the roads within the geographical area of interesipras as those vehicles
are equipped with the appropriate measurement device;doueage participation
in the monitoring among sensor-enabled vehicles, diffetechniques can be ap-
plied (e.g., based on the conceptatual currency, as in [1]).

In this paper, we advocate the use of mobile agent technd& @] (programs
that can move between computers) as the ideal candidatepterimant such a sys-
tem in an efficient and flexible manner. In our proposal, neobients jump from
vehicle to vehicle as necessary to reach the area of intaneskeep themselves
within that area. As each vehicle follows its own route, whicay be different from
the optimal route or even be unsuitable for the monitorirsg,téhe mobile agents
may need to change to a different vehicle frequently. Thiescan compare a moni-
toring mobile agent in our proposal with a hitchhiker, whoymae several vehicles
to reach the intended destination. The main differencedasdimonitoring mobile
agent cannot live outside the execution environment peaVtay the cars (i.e., out-
side a mobile agent platform, as explained in Section 3)gfioee, once the agent
arrives in the area to be monitored, it must jump from car td@&eep itself within
such area. With a mobile agent-based strategy, the reqeimgdonment data can
be collected quickly on a wide area (as long as there are éneefgjcles). More-
over, the cost of a support infrastructure is avoided, asdleeresources of regular
vehicles are used instead.

As far as we know, no other work proposes taking advantageobilsmagents’
features to perform monitoring tasks in a vehicular netwbrdleed, [3] is the only
work that uses this technology in a vehicular field; howeitsrgoal is different
(traffic control and management) and it does not face thearekéssues appearing
in our context (agents that must move from car to car to perfttre monitoring
and transferring data without the need of a dedicated n&w@ther works that
focus on monitoring using vehicles are MobEyes [4] and CdBleln MobEyes it
is not possible to define specific monitoring tasks; instdaelyehicles diffuse data
summaries, which are collected by nearby vehicles suchlaggatrols. CarTel as-
sumes the existence of open Wi-Fi access points to sendriBerseadings directly
to a central server. Neither of these works benefit from necdjjents to perform a
flexible and inexpensive monitoring.

The rest of this paper is structured as follows. In Sectiow& describe how a
VANET can be used for environment monitoring. Based on teaegal proposal, in
Section 3 we describe our monitoring approach based on thefunobile agents.
In Section 4, we present some tests that compare différehhiking strategies for



the agents. Finally, in Section 5 we summarize our conchssand present some
lines of future work.

2 Using VANETsfor Monitoring

A Vehicular Ad hoc Network (VANET) is a mobile, ad hoc, communication net-
work which is dynamically established between vehiclegdiiag along roads in
a geographical area. The vehicles use only short-rangeonety100-200 meters),
like IEEE 802.11 or based on Ultra Wide Band (UWB) standairdsrder to es-
tablish temporary communication links to exchange infdramebetween vehicles
in a mobile P2P fashion [6]. Hence, it is possible that theiste no direct connec-
tion between two vehicles in the network, in which case treeafssome multi-hop
communication protocol [7] is necessary. These protoa@siaually complex and
it is difficult to limit the maximum time needed to deliver a ssage to a recipient,
due to the fact that the existing links change constantlyéi@r, using short-range
networks has three important advantages: 1) there is noofeededicated support
infrastructure (expensive to deploy and maintain), 2) tersido not need to pay for
the use of these networks, and 3) it allows a very quick exgbafinformation be-
tween two vehicles that are within range of each other. Megeanany application
scenarios do not need to communicate with a specific tardpitleebut with all the
vehicles within a certain area. Although we do not rely on adixetwork infras-
tructure, we can benefit from the existence of sorlaying devices on the roads:
static devices, deployed along the roadside, which proliternet-wide coverage
to nearby vehicles by using a fixed network (thus enablingoketto-infrastructure
communications).

We argue in this paper that a VANET can be used for monitorurggses. Thus,
vehicles can measure certain environmental parameterspedfic area by means
of different types of sensors installed on the vehicles.@xample, we may think of
devices that measure the g0r the pollen concentration, the temperature, or even
the coverage level of a cell phone company. As another exampbnitoring data
such as the number of available parking spaces or the avepagel of vehicles in
an area are also interesting to provide useful informatairivers. Using a VANET
for monitoring implies a process of five steps:

1. Determining the goal of the monitoring task. The coordinates of theonitored
area, the environmental parameter to measure and the monitperigd.

2. Allocating vehicles for the monitoring. Vehicles equipped with the required sen-
sors must be assigned the task to measure the requiredreméntal parameter.

3. Collecting the data of interest. The data sources will be sensors installed on the
vehicles, which measure the required parameters from tfieo@ament.

4. Routing the collected data. The acquired data are sent to a predefined place using
on-board short-range wireless devices to transfer thetdattner nearby cars.

5. Processing the data retrieved. The collected information is gathered and stored
in an information system for later analysis and processing.



In the next section, we describe the mobile agent-basedappthat we propose to
perform the monitoring indicating how these steps are zedlivith mobile agents.

3 Environment Monitoring Using M obile Agents

Mobile agents are software components that run on an execeitivironment (tra-
ditionally calledplace) provided by a certaimobile agent platform, and can au-
tonomously travel fronplace to place (within the same computer or between dif-
ferent computers) [8, 2]. A mobile agent platform provides/&es such as trans-
portation of agents to other computers, communication wfitier agents, security,
etc., in a transparent way to the programmer. Mobile agentgge some benefits
(e.g., autonomy, flexibility, and effective usage of thewwk [8]) that make them
very attractive for distributed computing and wirelessiemvments (e.g., see [9]).

A mobile agent can be seen as a program that has the abiligusepts execu-
tion, move to anotheplace, and resume its execution there, maintaining the values
of its data structures (the state of the agent). Thanks soctigpability, it is easy to
build complex distributed applications that are at the séime flexible: If the task
executed by an agent must be changed in the future, a nevonearsthe agent (a
new agent implementation) can be delivered. Thus, there ierd to keep special-
ized software installed on the computers/devices comgdbmdistributed system:
Only the generic mobile agent platform software is needeldsaragent implement-
ing the required behavior can be sent there at any time.

Mobile agent systems and monitoring VANETSs bear severailaiities. Thus,
in a monitoring VANET there are many vehicles, distributedsowide geographic
area, that obtain data (measured by sensors) which must bednfrom vehicle to
vehicle based on certain conditions (e.g., location anettion) to try to reach their
target. The existing similarity with a situation where sosudtware agents move
from one computer/device to another makes mobile agentsyasuétable option
to implement a monitoring solution for VANETSs. The five stegfghe monitoring
process described in Section 2 can be implemented usinderag®nts as follows:

1. Determining the goal of the monitoring task. A number of monitoring parameters
must be provided to a mobile agent implementation, sucthadype of environ-
mental parameter to measure, a definition of the monitoreal @.g. given by the
GPS coordinates of its perimeter), the monitoring preaisemuired (see step 3),
and the monitoring period (given by a time limit after whittetagent will end
the monitoring task and will return the collected data). thitse parameters are
determined before the monitoring agent deployment, wtgcdhitiated from the
agent platform hosted onreonitoring computer.

2. Allocating vehiclesfor the monitoring. The monitoring agent moves to thetay-
ing device (see Section 2) that is the closest to the area of intereste @rere,
the agent waits for a suitable car passing by and hops theem, Bs it travels in
the car, the agent will constantly assess the possibilijyrtgp to a different car
if it considers that it may be a better alternative to reaehtéinget area.



3. Collecting the data of interest. The target area may be too large to be monitored
by a single agent. Thus, we divide the area in sub-areas)caticording to the
monitoring precision required (the larger the number dfsdéle higher the preci-
sion, as samples in more locations within the area will berigkand allocate one
clone of the agent (eell monitoring agent) to each sub-area. They will need to
move to a different car whenever its current car leaves thearef the required
sensor type is not available. When the agent reaches it;i@etlar with suitable
sensors, it will take data samples and store them in its diatetsres. This pro-
cess is performed autonomously by each agent, without titedooation of any
other agent.

4. Routingthe collected data. Once the monitoring period has elapsed, the cell mon-
itoring agents return to the monitoring computer with thdexted data. If the
monitoring computer is attached to the fixed network, thegygdrom car to car
trying to reach the closest relaying device from which thrayel to the moni-
toring computer directly (using the fixed network). Howew@me application
scenarios require the monitoring computer to be mobile eikample, the driver
of a car could automatically receive information about taéfic ahead or about
the availability of parking spaces in areas near his/hetirg®#on. In this case,
the agent jumps from car to car to reach the area where thetonioigi device is
(this area can be computed from the initial location of theicks its maximum
speed, and the time elapsed), and then it broadcasts ittkifiihat area.

5. Processing the data retrieved. The monitoring computer gathers the data trans-
ported by the incoming agents and stores these data (eag¢lational database)
for further processing. The arriving agents can then firfiglir texecution.

Figure 1 shows a scenario where an agent reaches the maoréte@a and later
has to “come back” with another vehicle because its currehiole leaves the area.

) Step 4

Monitored
area - -
Steps in the sample scenario

Qo >

~Step 3 Steps 1-2: | The agent tries to reach the target

i @ Monitoring area by hitchhiking (jumping from

mobile agent car to car).
Step 3: The agent takes samples in the
monitored area.

Step 4: The agent tries to come back to the

monitored area.

Fig. 1 Example scenario: a hitchhiker agent in action

In the rest of this section, we first describe the technolegyired to implement
the proposed approach. Then, we emphasize the benefits @fthioach based on
mobile agents. Finally, we enumerate some difficulties aw Wwe solve them.



3.1 Technological elements

Apart from the existence of certain relaying devices on thels (as mentioned at
the end of the first paragraph in Section 2), vehicles takiag im the approach
described are required to be equipped with several hardeeangonents and run
certain software:

e They must be equipped witensors that measure values of the type required in
the monitoring task. Different vehicles with different ggof sensors may partic-
ipate in different monitoring tasks. These sensors willyaifaly not be installed
by car manufacturers but by voluntary users willing to talg m the distributed
monitoring. Since these devices usually operate in a passid non-intrusive
way, the users’ driving experience will not be altered.

e They must have aomputing device with enough resources to execute an agent
platform and manage the sensors (e.g., a PDA or an ultra enBKi). This com-
puting device must provide:

— A wireless communication device, that allows the vehicle to communicate
with its neighbors.

— A GPSreceiver, which can be queried by the monitoring agents to know if
they are within the intended geographic area.

In this sense, any wireless-enabled PDA with a working retiag system (e.g.,
TomTom, sedt t p: / / www. t ont om con) would be enough.

e They must execute a (lightweightjobile agent platformthat offers suitable ser-
vices to the monitoring agents, such as a wireless traregpmitservice to other
devices and an interface to query the available sensordar@RS receiver.

It should be noted that most of the elements indicated ab@eteresting for
a variety of applications, not only for our monitoring puges. Thus, for example,
many vehicles will have a GPS receiver as part of a navigatistem. Moreover, we
can envision that a wide variety of applications could bdaygd in a VANET if the
vehicles execute a mobile agent platform. Cars not progithie features described
simply cannot cooperate in the monitoring task.

3.2 Benefits of Using Mobile Agents in Monitoring VANETS

The use of mobile agents for environment monitoring in velsicnetworks has a
number of advantages, such as:

e Flexibility regarding how the monitoring task is deployed and performed. A
VANET can be very heterogeneous and dynamic. Thus, therdiffeeent types
of sensors that may be available on the vehicles, very differoad infrastruc-
tures (e.g., urban/rural roads or highways) with diffeteatfic density, etc. De-
pending on the context, different traveling strategiedate considered by the



agents. Thanks to the flexibility provided by an approacletas mobile agents,

if a bettertraveling strategy is found or a new class of sensors is introduced, a
new version of the monitoring agents with the needed entments can be de-
ployed in the network without altering the ongoing VANET ogtions: A mobile
agent can implement the behavior required and carry it tavehicle which hosts

a mobile agent platform (without any extra software inst#in in the vehicle).
Cost minimization. As sensors in vehicles are constantly “moving”, a small num
ber of them are needed to cover a certain area. Instead afydeglan expensive
fixed infrastructure of static sensors, an approach basedemts that travel in a
vehicular network benefit from existing resources avadain regular vehicles.
Global coverage. Any geographic area can be monitored, as long as thereitre su
able vehicles traveling nearby. Mobile agents carry theitodng task wherever

it is needed. For example, if there is a traffic accident imva a lorry carrying
dangerous substances, mobile agents can travel there itontbe scene.

Good performance. Mobile agents exhibit a good performance in comparison
with other alternative approaches, such as traditionahterver architectures
(e.g., [9] is one of several studies showing this).

Natural implementation. Routing the collected data between the vehicles can be
implemented naturally using mobile agents. In general,ileagents allow a
convenientimplementation of the monitoring steps descrin Section 2.

For all the above reasons, mobile agents are a suitabledkgyfor monitoring

in VANETS.

3.3 Challenges and Solutions

However, there are some challenges to consider to perfomffiaient monitoring:

Sze of themonitored area. The monitored area could be very large, and so using a
single monitoring agent would be inefficient. Thus, the agéiould move within
the area to sample the environmental data at several losatithin the area,
making it very difficult to obtain all the samples of the dati#va high sampling
frequency. Instead, as mentioned in the description of 3teépSection 3, we
propose to divide the monitored area in several sub-aceds)(@and allocating a
differentcell monitoring agent to each of those cells.

Routing the monitoring agent to the target area. To reach the target area, a moni-
toring agent must jump from car to ¢amtil it finds one car that moves into that
area (see steps 1-2 in Figure 1). For this, the agent triesd@fsuitable vehicle
that can physically transport it closer to the area that rhashonitored.

Keeping an agent within its assigned cell. Another important question is how
to keep an agent inside its cell while it is collecting dataug, if the vehicle

1 Thetarget car could move out of range at any time. A mobile agent platforsuees the reliabil-
ity of agents’ movements: Either a trip succeeds or the augesithe opportunity to re-try (traveling
to the same car or to a different car).



carrying the agent leaves the cell, then the agent will ne@dme back (using a
different vehicle) to continue the monitoring task (e.gg step 4 in Figure 1).

e Returning to the monitoring computer. Once the monitoring task has finished, the
agent must return to the monitoring computer (probably vi@laying device).

Regarding the last three issues, different traveling egias (that an agent can
apply to try to reach a certain location, such as the centés ¢érget cell) can be
considered, such as:

Randomjump (RND). The agent jumps to another car with a 50% probability.
Basic Encounter Probability (BEP)2. The angle between the movement vector
of the vehicle and a straight line to the destination is aber&d, in order to
estimate the probability that the vehicle will move towatids destination. The
agent jumps if, by jumping, its BEP increases.

e Distance (DST). The agent jumps whenever the distance between the tamget ca
and the agent’s destination decreases along time.

e Frontal angle(ANG). The angle of direction of the target car regarding the dgient
target location is considered. The agent jumps if this aigjless than 9Q The
difference with the BEP strategy is that the decision istidkdependently of the
status of the current vehicle carrying the agent.

With some of these strategies the decision is based on iaftsmthat must
be obtained by querying the target car. Therefore, a tnaggdrotocol for mobile
agents where a trip succeeds only if certain conditions ablde destination would
be useful. These strategies will be evaluated experimgimathe next section.

4 Experimental Evaluation

As stated in the previous section, defining a suitable hikchy strategy for the
agents is an important issue. Therefore, we have evalulagefbtir strategies pro-
posed by simulating vehicles moving within a graph netwdte simulation is run
on a road network represented by the graph shown in FigureeRtieacted from
a real map, which corresponds to an area of four squared &tlnsiin the region
of Valenciennes (France). The area to monitor is dividedrcells. A monitor-
ing agent is created on a fixed computer at node S, and theadhi#t travels to
a relaying device R. When a suitable vehicle passes withigeaf R, the agent
jumps in the vehicle to try to reach the target area. Oncedidtget area, this agent
transforms itself into six cell monitoring agents, one faclk cell within the moni-
tored area. The simulated vehicles move along the edges gf#iph with (random)
speeds between 50 and 100 km/h, taking a random turn at e@chkeation. The
range of the wireless communications is between 140 and 286rm and each
agent takes one second to perform a jump to another car wihie.

2 This measure is inspired by the conceptEpicounter Probability (EP) presented in [10], that
estimates the probability that a vehicle will meeteant (e.g., an accident) on a road.



S: Monitoring computer
R: Relaying device
A: Monitored area

14000

12000

10000

8000

W RND
6000 W B
O osT
4000 WANG
~dl
0
10 20 k] E| 50

Num ber of vehicles
@) (b)

Fig. 2 Comparing traveling strategies: (a) scenario for evaturaéind (b) samples measured
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To compare the different traveling strategies, we meadwéddtal number of
samples taken by the agents during a 50-minute monitorisigwath each strat-
egy: The longer an agent is able to remain within its cell,ltiggner the number of
samples it will be able to take and, therefore, the monitpwill be more accurate.
Each test is repeated 10 times and the average results amrecn Figure 2.b,
for scenarios with different numbers of vehicles. As expdcthe worst strategy is
RND because with this strategy the status of the cars is nutidered in the de-
cision process. The best strategy is DST, which is also ainitg@le and intuitive.
Next in performance is ANG, and then BEP. These last twoegias are similar but
the second one takes into account both the current and tbatf@target car; as a
consequence, the number of jumps performed by the agertshvitsecond strat-
egy is smaller. As shown in the figure, all the proposed siiessbehave better with
a higher number of vehicles, as this offers the agents maresportation means
and alternative paths to reach their target areas. Morgaithrenough vehicles, a
sufficiently high sampling frequency can be maintained.(@lgout 40 samples per
minute and cell with the DST strategy in a scenario with 50alek). It is expected
that the best strategy will depend on a number of factors) agdhe traffic density
or the speed of the vehicles. We plan to perform more expeaiisie a wide variety
of scenarios.

5 Conclusions and Future Work

In this paper, we have presented a novel approach that cesy@hicular networks
with mobile agent technology for environment monitoring.dur approach, the
mobile agents jump from car to car to arrive to the target gagigic area and to
keep themselves there to perform the monitoring task. We lamalyzed differ-
ent research issues and proposed and evaluated differdintgtrategies for the



agents. Our initial experimental results are promisingwveler, there are some fac-
tors that can challenge the system, such as a low number gfpeguvehicles or
the existence of poor wireless communications. More worlesded to analyze the
limitations of our current proposal in those circumstances

As future work, we plan to perform more experiments in otleensrios and with
different experimental settings. We will also study otheategies (e.g., using repli-
cas of the monitoring agents as a form of redundancy to pertbe monitoring).
Finally, we will also analyze the suitability (and perforimnse adaptations) of the
mobile agent platform SPRINGS [2] to implement a prototygmne experiments
with this platform have already been performed in wirelessrenments [11].
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